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Key Features

Over-the-air Credential Issuance: Virtual credentials 
can be issued or revoked in real time to mobile 
devices, providing rapid deployment for all users, 
including those in remote locations. 

API Integration: Contains a feature-rich REST API 
for integration with third-party applications including 
authoritative data sources and analytics engines. 

Virtual Credential Consolidation: Supports the 
issuance of virtual credentials from multiple 
disconnected sources into a single local user Wallet. 
Credentials may be issued from private or public 
sector entities, who maintain control over their 
individual assigned credentials. 

Safetrust Credential Manager
All your cards, all in one place

Safetrust’s Credential Manager is a feature-rich portal used for registering users and activating devices for use within your

environment. It is also used for assigning virtual credentials, over-the-air to mobile devices and activating controls (rules) 

around the use of those credentials. The Credential Manager can accept data from a third party trusted source, such as a 

Physical Access Control System, Identity Management System or HR System. The Credential Manager can be used to 

monitor virtual credential usage, and where required can also be configured to send event-based information to supported

third-party analytics engines.  

Single mobile identity architecture: Supports the 
issuance of an unlimited number of building access 
credentials and logical access credentials within a 
single platform.  

The Credential Manager supports role-based access. Customer Administrators with appropriate rights define the required 

identity systems for their business. Identity systems can be defined by their operational use (physical or logical), the specific 

credential format required, and their geographic location. Identity Systems may include either a default or custom design for 

the visual representation of the virtual credential, as it appears on the mobile device. Supported logical and physical access 

readers (IoT sensors) are registered within each identity system to ensure that only those devices and credentials 

associated with the specific system can communicate with each other. Registered users from the customer organisation are 

then assigned virtual credentials associated with one or more identity system. 

How does it work? 



Credential Manager Specifications

Technical data subject to change without notice.  
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Find out more at www.safetrust.com/credential-manager

Virtual Credentials are pushed to the mobile devices of the registered users that have installed the Safetrust Wallet 

application. These virtual credentials can include rules regarding the times/dates for when the credentials can be used, the 

location at which the credential can be used and the credential’s expiry date. Additional rules regarding PIN or Biometric 

reauthentication may also be applied. 

Virtual Credentials are updated in real time over-the-air, significantly reducing the cost of typical card-based deployments. 

Security staff no longer need to follow-up holders of temporary/visitor cards for their return as virtual credentials can be 

revoked with a click of a button or set to automatically expire at a given time.  


